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Rest Api with ApiGateway and DynamoDb

The common approach of software development is use a middleware function to

manipulate the data between api and database.

The serverless way to achieve this in AWS world is use a lambda function to do this job

as following sample:
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Sometimes (a lot of times to be honest) we just use this to as proxy to database. What
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With a ApiGateway using mapping templates you can implement a restfull api, with
almost zero line codes and delivery a good solution in a record time with lower cost

possible . The schema you can see bellow:

Amazon Amazon
Final Consumers API DynamoDB

\ Gateway /

Once you convinced , let’s to this

1- Create a DynamoDB table

To this sample, I've create a super simple table just with id, name and userName. I
won’t detail how to do this, but you can see the steps here:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide
/SampleData.CreateTables.html

2- Create a Role

Your role should have access to your table, for this sample I've created a full dynamo db,
sure in a real world is a good practice create a fine granulated access for each api,table
and method

N
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Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (2 policies applied)

Attach policies

Policy name

»  WF AmazonAPIGatewayPushToCloudWatchLogs

» NF AmazonDynamoDBFullAccess

+ Permissions boundary (set)

Set a permissions boundary to control the maximum permissions this role can have. Thisis nota c

Change boundary Remove boundary

» AmazonDynamoDBFullAccess (AWS managed policy)

Polices of the Role

3- Create Your Api Gateway

Create a API Gateway with the following structure :

APIs > users (p3i31ivosk) > Resources > /(8yhedjuff6)

Resources Actions~ @/ Methods

vl
POST © POST

v [{username} DynamoDB
GET
Authorization None

APl Key Not required

On method post, you should point the Dynamo db and indicate your role created in the

{ Q 4
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Integration type Lambda Function @
HTTP @
Mock €
® AWS Service @
VPC Link €

AWS Region  ys-east-1
AWS Service DynamoDB

AWS Subdomain

HTTP method pOST v

Action Type ® Use action name

Use path override

Action Putltem
Execution role arn:awsiam:: -role/dynamofull
Content Handling Pags{hrough ye

Use Default Timeout ¥/ ©

Once created, you should create a mapping template to convert a body content from the
post rest request to a Putitem DynamoDDb request, in the Integration Request >
Mapping Templates add a new item with content type application/json with the

following content:

{
"TableName": "users",
"Ttem": {
"uid": |
"S": "Scontext.requestId"
}I
"name": {
"S": "Sinput.path('S$.name')"
}l
"userName": {
"S": "Sinput.path('S$S.userName')"
}
}
}
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with a requestld unique generated by api gateway request.

Once this done, let’s do our first test and analyse the response:

B MUE L7 UM.ir.02 UIL £ULT . FISUIVU | SYUEIL UUUY USIVIE LI GH31UImELIUiS. |
Request Body “name” : "Rafael Ortega Campana”,
"userName" : "rocampana”
;' Y ename® : "Rafael Ortega Campana”, ¥
3 "userName" : "rocampanal Sat Aug 17 ©4:17:52 UTC 2019 : Endpoint request URI: https://dynamodb.us-east-1.amazonaw
4 3 ion=PutItem
Sat Aug 17 ©4:17:52 UTC 2019 : Endpoint request headers: {Authorization=**

R E s R A A KKK KK s

FR KA KK KKK KKK KRR KRR KRR KRR R

KRR R KKK

R KRR KRR KRR KRR KRR XXX 041951 | X-Amz-Date=20100817T04
mzn-apigateway-api-id=p3i31ivosk, Accept=application/json, User-Agent=AmazonAPIGateway_p
X-Amz-Security-Token=Agolb3JIpZ21uX2VjEL3//////////wEaCXVZLWVhc3QtMSIIMEYCIQDf6BvktTdseDS
CYtW+9/0Fg8cPgbXfCB/AIhALdqOL5sHIgcmjo+6hh13rPMCirOVNnCCZ+GIplGLH7I1KOEDCFUQABOMOTK3MTAXM
d8/FIfMLa+dBpXEq3gLASF6E54ckvb5QmNAK3IrSgudrd43eFagBcPTGswq/ zNHSXZ/ pNSErLsqZeLWUynTOW2
kjNE1QLbIWaDVVCcPM8H+M1yOEfAgZstEBVaVrv4IY7ruU8SYoD72ql+3pZrjTAoBoNysrVX0aUT6uMwZIRhIKRRW
ATCBHOhZTAOHSKWCbzKVkOF3J1+foja+GVIM2MERZRxbIaWb1KRdd2VeZfu8ZW2DahUdmflvgpIOEKGZmsiECSb6
WXGPFyQ4ynrR6tdzEscwits2G1C628ebeIKD1LwstXBiYG/VgBBIud8NVDECZe006]3Ln55321 [TRUNCATED]
Sat Aug 17 ©4:17:52 UTC 2019 : Endpoint request body after transformations: {
"TableName": "users”,

"Item": {

1
"Ss": "faf57d93-cea5-11e9-b7fb-af@4296c5c9d"

"name": {
"S": "Rafael Ortega Campana"
1

“userName": {
"S": "rocampana"

}

T
Sat Aug 17 ©4:17:52 UTC 2019 : Sending request to https://dynamodb.us-east-1.amazonaws.c

=PutItem

Sat Aug 17 ©4:17:52 UTC 2019 :‘Received response. Status: 200, #ntegration latency: 23 m
Sat Aug 17 ©4:17:52 UTC 2019 : Endpoint response headers: {Server=Server, Date=Sat, 17 A
4:17:52 GMT, Content-Type=application/x-amz-json-1.0, Content-Length=2, Connection=keep-
mzn-RequestId=RD7JIRPNQK9ILCOHGSRIGITIFFVVAKQNSOSAEMVIF66QIASUAATG, X-amz-crc32=27456141

As you can see, the rest call is converted to putitem invoke to dyname and the response

was 200, the item has been created and you can check on dynamo db console:)

4- Create a Resource and Get Method
Create a Resource with resource path {username} and a get method associated.
Configure the get method almost as the post, but changing the “Putltem” to “Query”,

once the action now needed is that query in the database.

N
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GET

Integration type Lambda Function @
HTTP O
Mock €@
® AWS Service €
VPC Link €@

AWS Region  ys-east-1
AWS Service DynamoDB
AWS Subdomain
HTTP method v

Action Type '® Use action name

Use path override
Action Query
Execution role am:awsiam:: -role/dynamofull
Content Handling Passthrough ye

Use Default Timeout ¥ @

Now we need to create again the Mapping Templates on Integration Request, but now

with the following translation:

{
"TableName": "users",
"IndexName": "userName-index",
"KeyConditionExpression": "userName = :val",
"ExpressionAttributeValues": {
"ival': {
"S": "Sinput.params ('username')"
}
}
}

This maps the resource param username to dynamoDb with the condition “userName”

and does the query.

4
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#set (SinputRoot = Sinput.path('$'))

{
"users": [
#foreach($Selem in $inputRoot.Items) {
"uid": "Selem.uid.S",
"name": "Selem.name.S",
"userName": "Selem.userName.S"
}#1if (Sforeach.hasNext), #end
#end
]
}

Let’ s test and analyse the response:

€ Method Execution  /{username} - GET - Method Test

Make a test call to your method with the provided input

Path Request: /rocampana
(usemame} Status: 200
— Latency: 56 ms
Response Body
Query Strings {
"users": [
{username} {
"uid": "c889ffba-c@a3-11e9-bc04-7740352d9541",
"name": "Rafael Campana",
Head "userName": “"rocampana”
eaders }
{username} ]

¥

Response Headers
{"X-Amzn-Trace-Id":"Root=1-5d57832e-ddcceblfcc82c5d8525e
Stage Variables Logs

Z'stage vari :
No (Fstage variables exist for this method Execution log for request e8d25ddc-c@a7-11e9-a229-8d6f48

We have passed the username created early “rocampana” witch contains a array (with

just one item) with all users with this profile registered on database.
And now we have two methods:

post — users/

get — users/{username}

N
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Now, ensure that your api gateways resources is accessed securely and be happy
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